The NVVTC/s Privacy Statement

Executive Summary
Updated: June 2025

This Privacy Statement is an explanation of what information we collect and what we do with your information. As for why we
do these things:

SCOPE

We at the Napa Valley Vine Trail Coalition (“NVVTC,” “we,” or “us”) respect your privacy and the confidentiality of your
personal information. This Privacy Statement explains how and why the NVVTC collects, uses, and discloses your personal
information safely and securely, and how you may exercise your rights with respect to your information. The information
provided below summarizes our policy, procedures and practices as further described in this Privacy Statement.

This Privacy Statement applies to Personal Information collected or processed by or on behalf of NVVTC via its websites, social
media pages (the “Site”), mobile apps (“App”), and other platforms that link to this Privacy Statement. For purposes of this
Privacy Statement, “Personal Information” means any information from which an individual may be identified alone or in
combination with other information.

SUMMARY

Our primary goal in collecting information is to further our mission to build, maintain, and maximize the Napa Valley Vine Trail,
an accessible, free, shared-use, 47-mile trail connecting Vallejo to Calistoga. The information you provide allows us to help you
on a more personal level. We can better respond to your requests, understand your needs, and provide you with the
information and resources you need.

Unless you tell us otherwise, when you provide your information, we will use it as allowed by law and NVVTC policies to deliver
the programs you are involved with and further our mission.

o We recognize we must comply with all applicable U.S. laws and the laws of countries in which NVVTC has a
business presence.

o When we ask for certain types of sensitive information—we will tell you how we intend to use and disclose that
information.

o We will use—and require our data management vendors to use—reasonable and appropriate security practices
to safeguard your information.

o If you change your mind about allowing us to use your information or have questions about our privacy
practices, please use the contact options on our Contact Preference Center page to let us know.

INFORMATION WE COLLECT
Personal Information

“Personal Information” means information that we can use to identify or contact you. It can include the health and other
information you submit using our interactive tools and services.

Information You Provide to Us

We collect personal information you provide when you visit or use our online donation and sales system or register for our
interactive tools and services, including our mobile apps. We may also collect information from you when you sign up for our
newsletters or other communications, or participate in our online surveys and community forums. This information includes:
e Personal Information: For many of our interactive tools, donation system, and other services, you may provide personal

information, such as:
Name

Mailing Address
Email Address
Phone Number
Date of Birth /Age
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o Gender
o User Name
o Device Information

o Other personal information you voluntarily disclose
Sensitive Information: For some of our services, we collect the following sensitive information, with your consent, such
as:
o Government-issued Identification cards or numbers
o Ethnicity/Race
o Geolocation

Payment Information: If you decide to donate to us or purchase products from us, we may collect payment and identity
verification information, including contact information and payment method. If you pay using credit card, we and our
third-party payment processor may collect financial information such as credit card number and expiration date.

Communications: We collect certain information provided in your communications with us.

Marketing Communications: We collect personal information you may provide in connection with customer
testimonials, surveys, promotions, marketing, webinars, feedback, or similar events or occurrences.

Social Media: We may monitor and collect information from interactions with our social media accounts, which are
operated by third parties, posted on our accounts or linked to us on third-party operated social networks or other web
offerings (such as Twitter, LinkedIn, Facebook, Instagram, TikTok, or Google). Our Services include social media features,
such as the Facebook Like button and widgets, the share this button, or interactive mini programs on our site. These
features may collect your IP address, which page you are visiting on our site, and may set a cookie to enable the feature
to function correctly. Social media features and widgets are hosted by a third party or hosted directly through our
Services. Your interactions with these features are governed by the privacy notice of the company providing it.

Information and content you post: Our services may include community forums or other similar online spaces where
you may be able to connect with other users. When you post or share comments or other content when using our
services, we may collect information such as your name, username, email, comments, likes, interest, status, and
pictures. We may also collect audio or visual content such as photos, videos, or recordings you choose to post when
using our serves, or when granting us access to your camera or microphone while using interactive features of our
services.

Information you provide offline: You may also provide us with information in person and offline. For example, we may
record you if you visit our offices (including security surveillance of our premises, including CCTV), or attend a live event
as a member of the audience.

Information you provide when you do business with us: If you are a vendor, service provider, or business contractor of
NVVTC, we may collect information about you and the services you provide, including your or your employee’s business
contact information. We may also collect other information you or your employees provide as part of your services and
our agreement with you.

USAGE INFORMATION

We collect information about your browser or device as it interacts with the Services. Automatically collected information may

be combined with other information we collect about you to improve the services we offer you, and our marketing, analytics,

and site functionality. This information includes:

Computer or mobile device information you use to access our Services, including:
your IP address

the hardware model

operating system version

mobile network information

location information
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other information that identifies your computer or device

User interaction information:
o We log information about your use of the Services, including, information such as:
= the type of browser you use



= |oading and access times

= pages viewed and features accessed

= the page you visited before navigating to our Services

= whether you have started or completed use of an offering
= other events that occur while engaging with our Services

o Links: We also may keep track of how you interact with links on the Services, such as in emails, third-party
services, and client applications

o Email read receipts: If we send you a communication, such as an electronic mail, we may collect available
information regarding your receipt and review of such communication.

Cookies, etc.: We and our service providers may use cookies and similar technologies to automatically collect and store
other information about your visit to, or use of, our online services. We may later associate the usage and other
information we collect online with Personal Information about you (See also the Cookies, Tags & Remarketing Pixels
Section below).

Mobile Analytics: When you interact with us on your mobile device, our mobile analytic software may record
information such as how often you use the application, the events that occur within the application, aggregated usage,
performance data, and where the application was downloaded from. This information allows us to better understand
the functionality of our mobile software. We do not utilize the information we store within the analytics software in
connection with personally identifiable information you submit within the mobile application.

Geolocation Data: If you have enabled background location services on your mobile device, we may collect the data
about you in the background even when you do not have the NVVTC application open. You may turn off location
services at any time by changing your mobile device settings. Independent of your device, the IP address we collect
through your use of our Services, as described above, may itself indicate information about your location.

INFORMATION FROM OTHER SOURCES

We, or our service providers, and other companies we work with may deploy and use cookies, web beacons, local shared

objects and other tracking technologies for various purposes, such as fraud prevention and monitoring of our advertising and

marketing campaign performance. Some of these tracking tools may detect characteristics or settings of the specific device you

use to access our online services.

Information We Derive

We may derive additional information or draw inferences about you based on the information we have collected from you

directly, through your device, or through third parties, such as research agencies and data companies.

How We Use Information We Collect

We use the information discussed above in a number of ways, such as:

Processing donations and purchase transactions;

Verifying your identity (such as when you access your account information);

Preventing fraud and enhancing the security of your account or our online services;

Providing you the services you request;

Responding to your requests and communicating with you;

Managing your preferences;

Performing analytics concerning your use of our online services, including your responses to our emails and the pages
and advertisements you view;

Providing you tailored content and marketing messages, including fundraising messages;

Operating, evaluating, and improving our programs (including developing new products and services; improving existing
products and services; performing data analytics; and performing accounting, auditing and other internal functions);
Supporting the growth of our volunteer diversity and ensuring that the composition of our Boards and Committees
reflect the communities that they serve

Complying with and enforcing applicable legal requirements, relevant industry standards, contractual obligations, and



our policies;
e Performing any of our contractual obligations; and
e For any other purposes that we may specifically disclose at the time you provide or we collect your information.

We may also use data that we collect on an aggregate or anonymous basis (meaning it does not identify any individuals) for
various purposes, where permissible under applicable laws and regulations, to help deliver products, services, and content that
are better tailored to the users of our services and for other purposes.

CONSENT

When required by applicable law or regulation, we will ask for your consent before processing your personal information.
What We Disclose to Others

We may share the information we collect from and about you within our organization and with certain third parties. For
example, we may share your information with:

e Credit card processing companies, to process your payments and donations;

e Service providers that provide us with certain services or perform services on our behalf, such as professional advisors,
business support, web hosting providers, information technology providers, payment processors, event service
providers, direct mail and email distribution providers; analytics and market research services. These service providers
are only permitted to use your personal information to help us offer our services to you and not for any other purpose;

e Other third parties to comply with legal requirements such as the demands of applicable subpoenas and court orders; to
verify or enforce our terms of use, our other rights, or other applicable policies; to address fraud, security or technical
issues; to respond to an emergency; or otherwise to protect the rights, property or security of our customers or third
parties;

Links to Third-Party Websites

NVVTC may provide links to websites that are owned or operated by others ("third-party websites"). When you use a link
online to visit a third-party website, you will be subject to that website’s privacy and security practices, which may differ from
ours. You should familiarize yourself with the privacy policy, terms of use and security practices of the linked third-party
website before providing any information on that website.

Updating Your Information and Contacting Us with Questions

Keeping your account information and preferences up-to-date is very important. You may review your information, request
that we exclude your information from any donor list exchange activity, request that we stop using it, or update certain
account information by logging in and accessing the account profile section of each online service for which you have
registered. You may send a request using info@vinetrail.org.

To the extent that we provide you with direct marketing communications, you have control regarding our use of your Personal
Information for such reasons. If you no longer wish to receive any direct marketing communications, you can opt-out at any
time. To do so you may use the unsubscribe link within a marketing email received from us or send a send a request
info@vinetrail.org.

Changes to This Privacy Statement

We may change this Privacy Statement from time to time. When we make material changes to this Privacy Statement, we will
let you know by appropriate means such as by posting the revised policy on this page with a new “Last Updated” date. We
encourage you to periodically review this page for the latest information on our privacy practices. In some cases, you may be
asked to agree again to our Privacy Statement or other terms, even if you have already agreed to accept them, because there
were changes. Any changes to this Privacy Statement will become immediately effective when posted unless indicated
otherwise. If the updated Privacy Policy is not acceptable to you, your sole recourse is to stop using and accessing our services.

Other Privacy Policies and Practices

This Privacy Statement describes our practices related to our most common data collection activities. We have other policies,
procedures and statements that apply to other activities and programs. If you have a question about privacy protections
related to “offline” programs, please contact the program staff or info@vinetrail.org.



Information Security

We take the security of your personal, financial and medical information that you provide to us very seriously and we take
reasonable measures to safeguard your information consistent with our Privacy Statement. We comply with the Payment Card
Industry Data Security Standards ("PCI DSS") for financial transactions, and other laws and regulations applicable to the
information we collect from you.

Our network is composed of access-controlled measures, security monitoring tools, vulnerability management program, SSL
encryption, scheduled network scans, and internal and external penetration tests. When it is necessary for our service
providers to have access to your information, we expect the same level of data security, integrity and confidentiality standards
as the NVVTC itself provides. Additionally, we conduct security awareness training for our staff and volunteers.

While the NVVTC uses its commercially reasonable efforts to maintain this level of security across all of our systems we cannot
guarantee or warrant that our systems or our service providers are not vulnerable to viruses, hacking or other security threats.

Cookies, Tags & Remarketing Pixels

A cookie, tag, or pixel (collectively, "cookie") is a small piece of text or technology sent to your browser by a website you visit or
stored on your device. It helps the website to remember information about your visit, like your preferred language and other
settings. Cookies are also used by web sites for authenticating users, tracking a user’s session, and/or for storing other essential
textual information. NVVTC tracks your interests on our sites so that we can provide you with additional content that might be
of importance to you. Providing you with fresh and engaging content is important to us, as we know it is important to you.

We use tools, cookies and services such as AdWords, DoubleClick and Google Analytics, and Hotjar for tracking, reporting and
analyzing our Site and App activity. Some cookies are used to measure conversion events. Pixel tags might be used together
with some of the advertising cookies described above, to operate, evaluate, and improve our programs, and to perform data
analytics, accounting, auditing, and other internal functions.

We also use AddThis, a service provided by Oracle America, Inc., to help add social networking and content sharing features to
our Sites.

We do not run interest-based advertising campaigns that collect Personal Information including, but not limited to, email
addresses, telephone numbers, and credit card numbers, nor do we use or associate Personal Information with remarketing
lists, cookies, data feeds, or other anonymous identifiers. We do not use or associate targeting information, such as
demographics or location, with any Personal Information collected from the ad or its landing page. NVVTC does not share
Personal Information with Google through our remarketing tag or our product data feeds that might be associated with our
ads. NVVTC will not send Google precise location information without obtaining your consent.

To see how Google may use information collected through your use of Google's search services visit Google’s Ads Help Center.

If you want to opt out of Google's use of cookies, visit Google's Ad Settings Site.

To learn more about other cookies used for interest-based advertising, including through cross-device tracking, and to exercise
choices regarding such cookies, please visit the following websites (or your device settings for mobile applications):
e Digital Advertising Alliance (http://optout.aboutads.info/)

e Network Advertising Initiative (https://www.networkadvertising.org)

e European Union Interactive Digital Advertising Alliance (https://www.youronlinechoices.eu)

e Digital Advertising Alliance-Canada (https://youradchoices.ca/choices/)
OTHER ISSUES

What is the legal basis of processing?

Some jurisdictions require an explanation of the legal basis for the collection and processing of Personal Information. We have
several different legal grounds on which we collect and process Personal Information, including: (a) as necessary to perform a
transaction (such as when we respond to your requests); (b) as necessary to comply with a legal obligation (such as when we
use Personal Information for recordkeeping to [e.g., substantiate tax liability or eligibility for a course completion credential]);
(c) consent (where you have provided consent as appropriate under applicable law, such as for marketing or certain cookies);
and (d) where necessary for legitimate interests (such as when we act to maintain our business generally). With respect to
legitimate interests, except where such interests are overridden by the interests or fundamental rights and freedoms of you



which require protection of Personal Information, such legitimate interests are the fulfilment of the processing purposes
described in this Privacy Statement that are not necessary for the performance of a contract or for our compliance with a legal
obligation to which we are subject.

What are the consequences of not providing Personal Information?

You are not required to provide all Personal Information identified in this Privacy Statement, but certain services will not be
available if you do not provide Personal Information. For instance, if you refuse to provide proof of identification you may not
receive certain products you purchase.

Do we engage in automated decision-making without human intervention?

We do not use automated decision-making without human intervention, including profiling, in a way that produces legal effects
concerning you or otherwise significantly affects you.

Does NVVTC honor do-not-track ("DNT") signals sent via browsers?

Certain web browsers allow users to opt-out of tracking by websites and online services by enabling an opt-out preference
signal such as Do Not Track (“DNT”) or Global Privacy Control (“GPC”) If you choose to enable an opt-out request preference

signal you will only be opted out of online sales or sharing of your information and will need to turn it on for each browser you

use.
How long does NVVTC retain your Personal Information?

We retain your Personal Information only for so long as is necessary to fulfill the purposes for which your Personal Information
was collected unless a longer retention period is required by applicable law. We will take all reasonable steps to destroy, or
erase from our systems, all Personal Information that is no longer required for the purposes for which the Personal Information
was collected.

What are my privacy rights?

In certain countries and in certain states, you have specific rights regarding your Personal Information. Subject to certain
limitations, you may have the right to:

e Request access to Personal Information about you.
e Request correction of the Personal Information that we hold about you.

e Request erasure of Personal Information about you. Note, however, that we may not always be able to comply with
your request of erasure for specific legal reasons which will be notified to you, if applicable, at the time of your request.

e Object to processing of Personal Information about you where we are relying on a legitimate interest (or those of a third
party) and there is something about your particular situation which makes you want to object to processing on this
ground as you feel it impacts on your fundamental rights and freedoms.

e Request restriction of processing of Personal Information about you. You can ask us to suspend the processing of
Personal Information in the following scenarios: (a) if you want us to establish the data’s accuracy; (b) where our use of
the data is unlawful but you do not want us to erase it; (c) where you need us to hold the data even if we no longer
require it as you need it to establish, exercise or defend legal claims; or (d) you have objected to our use of your data
but we need to verify whether we have overriding legitimate grounds to use it.

e Request Personal Information transfer to you or a third party.
e Withdraw consent at any time where we are relying on consent to process Personal Information about you.

If you need more information or would like to exercise your rights, you may send a request to info@vinetrail.org

Adopted June 19th, 2025



